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(57) Data areas AR1 and AR2, lead-in areas LIN1 
and LIN2. and lead-out areas LOUT1 and LOUT2 are 
provided on a disc. For example, In case of encrypting 
and recording data into the data area AR2, copyright 
management Information R2 and key Information K2 are 
recorded Into the lead-out area LOUT2. Only Informa- 
tion in a Q channel of a subcode is recorded In the lead- 
out area and this area Is filled with dummy data. A po- 



sition of the lead-out is obtained from TOC information. 
The fact that a light spot has entered the lead-out area 
can be Judged from the Information In the Q channel. 
The copyright management Information and key Infor- 
mation are recorded by using the lead-out area. The 
lead-out area Is not rewritten or accessed by an ordinary 
CD player, so that the copyright management informa- 
tion and the key information can be safely held. 
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Description 

Technical Field 

[0001] The Invention relates to recording apparatus 
and method, reproducing apparatus and method, and a 
memory medium which are suitable tor use in a case 
where when data of contents Is recorded/reproduced to/ 
from a disc such as a CD (Compact Disc) 2, the data Is 
encrypted in order to protect the contents data. 

Background Art 



[00021 In recent years, data of contents can be easily 
copied owing to the spread of a recordable memory me- 
dium such as CD-R (Compact Disc Recordable) or 
CD-RW (Compact Disc Rewritable) . A service such that 
music data is distributed onto a network has been start- 
ed to spread owing to the development of the network. 
Therefore, It Is becoming an Important Issue to protect 
a copyright holder by restricting copy and reproduction 
of contents data such as audio data. 
[0003] Hitherto, an SCMS (Serial Copy Management 
System) has been used as copyright management In- 
formation for protecting audio data. In the SCMS, "copy 
freelyTcopy never" and "copy one generation" can be 
managed. However, If only the SCMS Is used, only sim- 
ple copyright management such that an Illegal copy Is 
merely prevented can be made. 
[0004] Therefore, copyright management Information 
in a complicated format such that restriction of the 
number of copies, restriction of the number of reproduc- 
ing times, restriction of a reproducing time, charge, or 
the like can be performed is necessary. If the copyright 
management Information such that the restriction of the 
number of copies , the restriction of the number of re- 
producing times, the restriction of a reproducing time, 
the charge, or the like can be performed Is used, a music 
piece can be reproduced only the predetermined 
number of times or only for a predetermined period of 
time In order to be monitored. It Is possible to execute 
services In various forms such that If the music piece Is 
charged for, the music piece can be always listened to, 
the music piece is charged for in accordance with the 
number of reproducing times or a reproducing time, and 
the like. 

[0005] If such services are started, It Is necessary to 
encrypt the contents data so as to enable desired music 
pieces among music pieces stored in a memory medium 
to be listened to the predetermined number of reproduc- 
ing times or for a predetermined period of time or enable 
only the user who has been charged to listen to the mu- 
sic pieces. It Is also necessary to encrypt the contents 
data in order to prevent an illegal copy from being fre- 
quently performed. For this purpose, key information to 
decrypt the encryption is necessary. 
[0006] As mentioned above, in case of selling or dis- 
tributing the contents data such as audio data, the cop- 



yright management Information and the key Information 
which is used tor decrypting the encryption are neces- 
sary Since the copyright management Information or 
key information has a size of at most about 256 kbits, It 
5 hardly becomes a burden on a memory capacity. How- 
ever, ft is necessary to take security into consideration 
lest the copyright management information or key infor- 
mation leaks to the outside or Is easily rewritten. 
[0007] If the copyright management Information and 
10 the key information which Is used for decrypting the en- 
cryption are Inserted Into a main data area together with 
the contents data, a data capacity for which the contents 
data can be recorded is reduced by an amount corre- 
sponding thereto, and there Is also a possibility that the 
is copyright management Information or the encryption In- 
formation leaks to the outside and Is rewritten, so that 
there is a problem on the security. 
[0008] in the case where the memory medium Is, for 
example, a CD, there Is a method whereby the copyright 
20 management information or the encryption Information 
is inserted Into asubcode. However, defined Information 
has already been Inserted In the subcode. There Is also 
a case where data of the subcode is rewritten each time 

the disc is edited. 
25 [0009] it's, therefore, an object of the invention to pro- 
vide recording apparatus and method, reproducing ap- 
paratus and method, and a memory medium storage, in 
which copyright Information and key Information can be 
safely stored and they do not become a burden on a 
30 data capacity. 



Disclosure of Invention 

[0010] According to the present Invention, there Is 
35 provided a recording apparatus comprising: Input 
means for inputting encryption data; and recording 
means for recording the encryption data which is input- 
ted into a data area on a memory medium having the 
data area, a lead-in area, and a lead-out area and re- 
40 cording additional Information corresponding to the en- 
cryptlon data Into the lead-out area. 
[0011] According to the present Invention, there is 
provided a recording apparatus comprising: input 
means for inputting encryption data; and recording 
43 means tor recording the encryption data which Is Input- 
ted Into data areas on a memory medium having the plu- 
rality of data areas, a plurality of lead-in areas, and a 
plurality of lead-out areas and recording additional In- 
formation corresponding to the encryption data into one 
so of the plurality of lead-in areas or one of the plurality of 
lead-out areas. 

[0012] According to the present Invention, there is 
provided a reproducing apparatus comprising: reading 
means for reading out stored encryption data from a da- 
55 ta area on a memory medium having the data area, a 
lead-in area, and a lead-out area and reading out addi- 
tional information stored in the lead-out area; and repro- 
ducing means for reproducing the encryption data in ac- 
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cordance with the read-out additional m'onrnatto^ 
[00131 According to the present Invention, there Is 
provided a reproducing apparatus comprising: reading 
means tor reading out encryption datafrom one of aplu- 
rallty of data areas on amemoiy medium having the plu- 
rality of data areas, a plurality of lead-in areas, and a 
plurality of lead-out areas and reading out add rtional in- 
iaLcorrespondlngtotheen^^^^^^ 
of the plurality of lead-in areas or one of the plurality of 
load-out areas; and reproducing means for ^producing 
the encryption data In accordance with the read-out ad- 
ditional Information. 

r0014l According to the present invention, there is 
provided a recording method comprising the steps ol 
inputting encryption data; recording the encryption data 
S MnpuSd into a data area on a 
having the data area, a lead-in area, and a lead-out ar- 
ea- and recording additional information corresponding 
to the encryption data into the lead-out area. 
0015] /Srding to the present invention, there Is 
provided a recording method comprising the steps ot 
inputting encryption data; recording the encryption data 
which is inputted Into data areas on a memory medium 
££g ^'plurality of data areas, a plurality of lead-in 
areas and a plurality of lead-out areas; and recording 
additional Information corresponding to the encryption 
data Into one of the plurality of lead-in areas or one of 
the plurality of lead-out areas. 
[00181 According to the present Invention, there Is 
provided a reproducing method comprising the steps of: 
reading out stored encryption datafrom a data area on 
a memory medium having the data area, a lead-in area. 
^Tiead-out area; reading out additional Information 
stored in the lead-out area; and 
tlon data In accordance with the read-out additional In- 

f00171 10n According to the present invention, there is 
provided a reproducing method comprising the steps of: 
heading out encryption data from one of a plural * of 
data areas on a memory medium having the plural* o 
data areas, a plurality of lead-in areas, and a plurality of 
lead-out areas; reading out additional Information cor- 
responding to the encryption data from one of the , pie- 
rality of lead-in areas or one of the plurality of lead-out 
areas; and reproducing the encryption data In accord- 
ance with the read-out additional Information . 
[0018] According to the Invention, there Is provided a 
memory medium which has a data area, a lead- n area, 
and a lead-out area and in which encryption data is re- 
corded into the data area and additional 'nfonnation cor- 
responding to the encryption data Is recorded Into the 

lead-out area. , . . n 

[0019] According to the Invention, there Is provided a 
memory medium which has a plurality of data areas . a 
plurality of lead-in areas, and a plurality of lead-out ar- 
eas and in which encryption data wh.ch .s inputted to 
the data areas Is recorded and additional '»Jon 
corresponding to the encryption data is recorded Into 



one of the plurality of lead-in areas or one of the plurality 

of lead-out areas. . 
10020] When the encryption data is recorded nto the 
data area on the memory medium having ^ 
5 iead-ln area, and lead-out area, copyright management 
Information and key Information for the encryption data 
are recorded into the lead-out area. 
[00211 in case of a memory medium having a plurality 
of data areas, a plurality of lead-.n areas, and a plurality 
io of lead-out areas like CD2, when the encryption data Is 
recorded into the data area, the copyright management 
information and key Information oorrespond^g to ^the 
encryption data are recorded into one of the plurality of 
laad-ln areas or lead-out areas. 
is ro0221 in a present situation, only Information In the 
Q channel of the subcode has been recorded In the lead- 
out area and this area Is filled with dummy da tt^The 
position of the lead^ut area Is obtained from Information 
of a TOC. The fact that a light spot has entered the lead- 
«, out area can be ]udged from the Informatton J the , Q 
channel. The copyright management nformaUon and 
the key Information are recorded by using such a lead- 
out area. The lead-out area is not rewritten or accessed 
by an ordinary CD player, so thatthe copyright manage- 
as ment information and the key information can be safely 
held. 



Brief Description of Drawings 

30 [0023] Fig. 1 1s a schematic diagram of an example of 
a disc to which the invention is applied; Fig. 2 is a block 
diagram of an example of a recording apparatusto 
which the invention Is applied; Fig. 3 Is a Diagram 
of an example of a reproducing apparatus to which the 
3 5 invention Is applied; Fig. 4 Is a thematic diagram of an 
example of a recording format of copyright management 
Eolation and key information; Fig. 5 is a f towchart for 
use in explanation of the reproducing apparatus to 
which the invention Is applied; Figs. 6A .to , aa are , sche- 
40 matlc diagrams for use In explanation^ an 

of the invention; Figs. 7A to 7D are schematic ^diagrams 
for use in explanation of the embodiment of the Inven- 
tion- Fig. 8 Is a schematic diagram of another example 
of a'disc to which the Invention is applied; and Figs. 9A 
43 to 9D are schematic diagrams for use In explanation of 
the embodiment of the Invention. 

Best Mode for Carrying Out the Invention 

so [0024] An embodiment of the invention will be de- 
scribed herelnbelow with reference to the drawings. The 
invention Is suitable, for example, when It Is used for 
encrypting data of contents and protecting the data 
when the contents data Is recorded/reproduced to/from 

55 CD2 

TO0251 CD2 is an optical disc having a shape similar 
o that of the ordinary CD and Is separated Into an area 
AR1 on the inner rim side and an area AR2 on the outer 



3 



EP 1 333 438 A1 



rim side as shown in Rg. 1 . A mirror portion M1 Is pro- 
vided between the area AR1 on the Inner rim side and 
the area AR2 on the outer rim side. A lead-in area LIN1 
is provided In the innermost rim of the area AR1 on the 
Inner rim side and a lead-out area LOUT1 Is provided in 
the outermost rim. A lead-in area LIN2 Is provided In the 
innermost rim of the area AR2 on the outer nm side and 
a lead-out area LOUT2 Is provided In the outermost rim. 
[00261 For example, music data Is recorded as PCM 
data as It Is into the area AR1 on the inner rim side so 
that It can be reproduced even by an ordinary CD player. 
In the area AR1 on the Inner rim side, usually, encryption 
is not executed either. 

[0027] On the other hand, in the area AR2 on the outer 
rim side, lor example, music data is compressed by MP3 
(MPEG1 Audio Layer-3) orthe like and recorded so that 
data can be recorded at a double density and affinity 
with a personal computer can be obtained. By com- 
pressing the music data by M P3 orthe like and recording 
it a recording capacity can be Increased and the data 
can be handled by a file system similar to that of the 
personal computer. In the area AR2 on the outer rim 
side, since the data is often taken out to the outside, the 
data is encrypted and recorded. 
[0026] As mentioned above, CD2 can be reproduced 
by the CD player by using the area AR1 on the Inner rim 
side in a manner similar to the ordinary CD. By using 
the area AR2 on the outer rim side, the data can be han- 
dled In an interlocking relational manner with the per- 
sonal computer. 

[0029] In such CD2, particularly, the invention is suit- 
able for use In case of encrypting data of contents when 
the contents data Is encrypted and recorded/repro- 
duced to/from the area AR2 on the outer rim side. 
[0030] Fig. 2 shows an example of a recording appa- 
ratus to which the invention is applied. In Fig. 2, the con- 
tents data is supplied to an input terminal 1 . For exam- 
ple the contents data Is audio data (music data). Acon- 
structlon such that besides the audio data, various data 
such as motion Image data, still Image data, program 
data of games, data of a Web page, etc. Is recorded as 
contents data is considered. The contents data from the 
Input terminal 1 is supplied to an encrypting circuit 4. 
[0031] Key information K is supplied to an input ter- 
minal 2. The key information K from the Input terminal 
2 Is supplied to the encrypting circuit 4. 
[0032] The encrypting circuit 4 encrypts the contents 
data from the Input terminal 1 by using the key informa- 
tion K from the input terminal 2. 
[0033] An output of the encrypting circuit 4 Is supplied 
to an error correction encoding circuit 5. In the error cor- 
rection encoding circuit 5, an error correction code Is 
added to the contents data encrypted by the encrypting 
circuit 4. 

[0034] An output of the error correction encoding cir- 
cuit 5 is supplied to a modulating circuit 6. In the modu- 
lating circuit 6, the recording data is modulated by a pre- 
determined modulating system. An output of the modu- 



lating circuit 6 Is supplied to a recording circuit 7. 
[0035] An output of the recording circuit 7 Is supplied 
to an optical pickup 8. The data is recorded onto a disc 
10 by the optical pickup 8. The disc 1 0 Is, for example, 

5 adiscotCD2. 

[0036] The key Information K from the Input terminal 
2 is supplied to a mixing circuit 9. Copyright manage- 
ment information R Is supplied to an Input terminal 3. 
The copyright management Information R Is supplied to 
10 the mixing circuit 9 via a rewriting circuit 11 . An output 
of the mixing circuit 9 Is supplied to the optical pickup 8 
via a recording circuit 12. The key Information K and 
copyright management information R are recorded onto 
the disc 1 0 by the optical pickup 8. 
is [0037] The copyright management Information R Is in- 
formation for managing, for example, copy Inhibition/ 
permission, generation management of the copy, re- 
striction of the number of copies, reproduction Inhibition/ 
permission, restriction of the number of reproducing 
20 times, restriction of a reproducing time, and the like. In 
case of performing the generation management of the 
copy the restriction of the number of copies, the restric- 
tion of the number of reproducing times, orthe restriction 
of the reproducing time, it Is necessary to rewrite the 
25 copyright management information R each time the 
copy or reproduction Is performed. The rewriting of the 
copyright management Information R is performed by 
the rewriting circuit 11. 

[0038] The key information K and copyright manage- 
30 ment Information R are recorded Into the lead-out area 
on the disc 10. That is, the disc 1 0 is. for example, a disc 
of CD2. In case of the disc of CD2. as shown In Fig. 1 , 
the contents data is encrypted and recorded Into the ar- 
ea AR2. In this case, the key Information K and copyright 
35 management Information R are recorded into the lead- 
out LOUT2 In the outer rim of the area AR2. 
[0039] Fig. 3 shows a construction of a reproducing 
system, in Fig. 3, a recording signal on a disc 20 Is re- 
produced by an optical pickup 22. The disc 20 Is. for 
AO example, a disc of CD2. An output of the optical pickup 
22 Is supplied to a demodulating circuit 24 via a repro- 
ducing amplifier 23. The motion of the optical pickup 22 
is controlled by an access control circuit 30 on the basis 
of a control of a system controller 29. 
45 [0040] As mentioned above, the key Information K 
and the copyright management Information R have 
been recorded Into the lead-out area on the disc 20. 
Therefore, In case of decrypting the data recorded on 
the disc 20, the optical pickup 22 is moved to the lead- 
so out area by the access control circuit 30. The key infor- 
mation K and the copyright management information R 
are read out from the lead-out area. 
[0041] An output of the demodulating circuit 24 Is sup- 
plied to an error correcting circuit 25. An error correcting 
55 process is executed by the error correcting circuit 25. 
An output of the error correcting circuit 25 is supplied to 
an encryption decoding circuit 26 and supplied to a key 
management Information reading circuit 27. An output 
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of the key management Information reading circuit 27 Is 
supplied to the encryption decoding circuit 26. 
[0042] The encyptlon decoding circuit 26 executes a 
process for decrypting the encryption of the reproduc- 
tion data by using the key Information K read out by the 
key management Information reading circuit 27. The 
copy or reproduction is restricted by the copyright man- 
agement Information R read out by the key management 
Information reading circuit 27. |im .„. 
100431 An output of the encryption decoding circuit 26 
le supplied to a reproducing circuit 28. An output of the 
reproducing circuit 28 Is outputted from an output terml- 

[00**1 As mentioned above, If the discs 1 0 and 20 are 
discs of . for example, CD2. the contents data Is encrypt- 
ed and recorded Into the recording area AR2 on the out- 
er rim side. The copyright management information R 
and the key Information K at this time are recorded Into 
the lead-out area LOUT2 (Fig. 1) existing in the outer 
rim of the recording area AR2. 
[00451 Information Indicative of the lead-out has been 
recorded In the Q channel of the subcode In the lead- 
out area LOUT2. That Is, with respect to track numbers 
TNO In the Q channel of the subcode, "00" Indicates the 
lead-in "01" to "99" denote numbers of movements or 
the like, and "AA" shows the lead-out. Whether the area 
Is the lead-out area LOUT2 or not can be Judged from 
the track number. When a TOC (Table Of Contents) In- 
dicates (POINT = 2), a time when the lead-out starts Is 
shown. The position of the lead-out Is known by It. 
[00461 Usually, only the information In the Q channel 
of the subcode Is stored In the lead-out area LOUT2 and 
this area Is filled with dummy data. The copyright man- 
agement Information R and the key Information K are 
recorded In place of the dummy data. Therefore, a suf- 
ficient area for recording the copyright management In- 
formation R and the key information K can be held in the 
lead-out area LOUT2. 

[00471 Fig. 4 shows an example of a format of recora- 
Ing Information in case of recording the copyright man- 
agement information and the key Information. 
[0048] As shown in Fig. 4. a version number of a key 
is provided at the head. When the encryption is decrypt- 
ed the key is updated to a new key and. at this time, the 
verelon number is Incremented. Subsequently, Informa- 
tion Indicative of the number of keys is provided and the 
key information K of the number as many as the number 
of keys Is provided. Subsequently, the number of copy- 
right management information is provided and the cop- 
yright management information R of the number as 
many as the number of copyright management Intorma- 
tion Is provided. The number of keys or the number of 
copyright management Information corresponds to the 
number of programs recorded as contents. Lastly, a 
CRC (Cyclic Redundancy Check) code is added. 
[00491 An error can be detected by the CRC code and 
falsification of the copyright management information R 
or key Information K can be prevented. That Is, the 



number of copies and the number of reproducing times 
are Included as copyright management Information R. 
It is presumed that the number of copies or the number 
of reproducing times Is purposely rewritten. If such a re- 
s writing Is performed, an error Is caused by the CRC 
code The talslf ksatlon of the copyright management in- 
formation R or the key information K is prevented by this 
method. A code for authentication can be also recorded 

In place of the CRC code. 
10 [0060] in the ordinary CD player or CD drive for a per- 
sonal computer, the position of the lead-out area LOUT2 
has previously been known from the Information of the 
TOC The ordinary player does not reproduce the data 
in the lead<ut area UOUT2. Therefore, according to the 
13 ordinary CD player or CD drive, the copyright manage- 
ment Information R or the key Information K of the en- 
cryption which have been recorded In the lead-out area 
LOUT2 is not taken out to the outside. It Is considered 
that even if all of the contents of the disc are copied as 
so they are to another disc by using the ordinary CD player 
or CD drive, the copyright management Information n 
and the key Information K in the lead-out LOUT2 are not 

[0051] Fig. 5 Is a flowchart showing the reproducing 
25 operation in the case where the copyright management 
information R and the key information K are recorded 
into the lead-out area LOUT2. 
[0052] First, the lead-in area LIN2 of the area AR2 Is 
accessed and the TOC Information Is read out from the 
so lead-in area LIN2 (step S1 ). The position of the lead-out 
area LOUT2 is judged from the TOC information (step 
S2) The lead-out area LOUT2 Is accessed and the cop- 
yright management Information R and the key Informa- 
tion K are read out of the lead-out area LOUT2 (step 
as S3). The reproduced contents data Is decrypted by us- 
ing the key Information K and the copy or reproduction 
is restricted by using the copyright management infor- 
mation R (step S4). 

[00531 Fig. 6 schematically shows the data which is 
40 recorded onto the disc In the radial direction of the disc, 
in this example. In the disc on which the recording area 
AR1 on the Inner rim side and the recording area AR2 
on the outer rim side are provided, in case of encrypting 
the contents data in the recording area AR2 on the outer 
« rim side, as shown In Fig. 6A. copyright management 
information R2 and key Information K2 are recorded Into 
the lead-out area LOUT2 existing In the outer rim of the 
recording area AR2. 

[0054] As shown in Fig. 6B. the copyright manage- 
so ment information R2 and the key information K2 can be 
also recorded Into the lead-in area UN2. The lead-in ar- 
ea UN2 is used as an area for recording the TOC and. 
further, there Is a possibility that tt Is used for recording 
other various kinds of Information. However, since each 
55 of the copyright management information R2 and the 
key information K2 has a capacity of at most about 2 56 
kbits, they can be sufficiently recorded Into the leaden 
area LIN2. If the copyright management Information R2 
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and the key Information K2 are recorded Into the lead- 
in area LIN2, there Is no need to access the lead-out 
area LOUT2 and there Is an advantage such that an ac- 
cessing speed can be Improved. 
[00551 Further, as shown In Fig. 6C, the copyright 
management Information R2 and the key information K2 
can be aJso recorded Into both of the lead-in area LIN2 
and lead-out area LIN2. 

[00561 Further, as shown In Fig. 6D, for example, It Is 
also possible to construct In a manner such that the cop- 
yright management Information R2 and the key informa- 
tion K2 of 256 kbits are divided into two copyright man- 
agement information R2a and R2b and two key informa- 
tion K2a and K2b, the copyright management Informa- 
tion R2a and the key Information K2a are recorded Into 
the lead-in area LIN2, and the copyright management 
information R2b and the key information K2b are record- 
ed Into the lead-out area LOU2, respectively. It Is also 
possible to separately record the copyright manage- 
ment information R2 and the key Information K2 Into the 
lead-in area LIN2 and lead-out area LOU2, respectively. 
[00571 In the above description, on the other hand, the 
contents data Is encrypted and recorded into only the 
area AR2 In the outer rim between the two areas AR1 
and AR2 on the disc. H owever, a case of encrypting and 
recording the contents data Into both of the two areas 
AR1 and AR2 Is presumed. 

[0058] In such a case, as shown In Fig. 7A, copyright 
management information R1 and key Information K1 for 
the contents data in the area AR1 are recorded into the 
lead-out area LOUT1 . The copyright management Infor- 
mation R2 and the key Information K2 for the contents 
data in the area AR2 are recorded Into the lead-out area 
LOUT2. 

[00591 As shown In Fig. 7B, It Is also possible to record 
the copyright management Information R1 and the key 
information K1 for the contents data in the a reaARI Into 
the lead-in area LIN1 and record the copyright manage- 
ment Information R2 and the key Information K2 for the 
contents data In the area AR2 Into the lead-in area LIN2, 
respectively. 

[00601 Further, as shown In Fig. 7C, It Is also possible 
to record the copyright management information R1 and 

the key information K1 for the contents data in the area 
AR1 into both of the lead-in area UN1 and the lead-out 
area LOLTT1 and record the copyright management In- 
formation R2 and the key Information K2 tor the area 
AR2 into both of the lead-in area LIN2 and the lead-out 
area LOUT2, respectively 

[0061 1 Further, as shown in Fig. 70, for example, it is 
also possible to construct in a manner such that the cop- 
yright management Information R1 and the key Informa- 
tion K1 for the contents data In the area AR1 are divided 
Into two copyright management Information R1a and 
R1b and two key information K1a and K1b, they are re- 
corded into the lead-in area LIN1 and lead-out area 
LOUT1 the copyright management Information R2 and 
the key Information K2 for the area AR2 are divided Into 



the two copyright management information R2a and 
R2b and the two key Information K2a and K2b, and they 
are recorded Into the lead-in area LIN2 and lead-out ar- 
ea LOUT2, respectively. It is also possible to separately 
5 record the copyright management Information R1 and 
the key information K1 and record the copyright man- 
agement information R2 and the key information K2. re- 
spectively. 

[00621 Further, although the above example has been 
10 described with respect to the case of recording the data 
onto the disc in which the recording area has been di- 
vided Into two areas like CD2, the Invention can be also 
applied to a case of further dividing the recording area 
Into a plurality of areas. The Invention can be also ap- 
15 plied to a case of recording the data onto a disc In which 
the recording area is not divided like an ordinary CD or 
a double density CD as shown In Fig. 8. 
[0063] In case of a disc having one recording area, as 
shown in Fig. 9A, the copyright management informa- 
20 tion R and the key Information K for the contents data 
in the area AR are recorded Into the lead-out area LOUT. 
[0064] As shown in Fig. 9B, the copyright manage- 
ment information R and the key Information K for the 
contents data In the area AR can be also recorded into 
25 the lead-in area LIN. 

[00651 Further, as shown in Fig. 9C, the copyright 
management information R and the key Information K 
for the contents data In the area AR can be also record- 
ed into both of the lead-in area LIN and lead-out area 
30 LOUT. 

[0066] Further, as shown in Fig. 9D, the copyright 
management Information R and the key Information K 
for the contents data In the area AR can be also divided 
Into two Ra and Rb and two Ka and Kb and recorded 
35 into the lead-in area LIN and lead-out area LOUT, re- 
spectively. It Is also possible to separately record the 
copyright management Information R and the key infor- 
mation K Into the lead-in area LIN and lead-out area 
LOU, respectively. 
40 [0067] According to the Invention, when the encryp- 
tion data Is recorded Into the data area of the memory 
medium having the data area, lead-in area, and lead- 
out area, the copyright management information and the 
key information forthe encryption data are recorded into 

45 the lead-out area. 

[0068] In case of the memory medium having a plu- 
rality of data areas, a plurality of lead-in areas, and a 
plurality of lead-out areas like CD2, when the encryption 
data is recorded into the data area, the copyright man- 
so agement information and the key information corre- 
sponding to the encryption data are recorded into one 
of the plurality of lead-in areas or one of the plurality of 
lead-out areas. 

[0069] In the present situation, only information In the 
55 Qchannelofthesubcodehasbeen recorded in the lead- 
out area and this area is filled with dummy data. The 
position of the lead-out is obtained from the information 
of the TOC. The fact that the light spot has entered the 
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lead-out area can be Judged from the Information In the 
Q channel. The copyright management Information and 
the key Information are recorded by using such a lead- 
out area. The lead-out area Is not rewritten or accessed 
by the ordinary CD player, so that the copyright man- 
agement Information and the key Information can be 
safely held. 

Industrial Applicability 

[00701 The Invention Is suitable for use In a case 
where when contents data Is recorded/reproduced to/ 
from the disc like CD2, the data Is encrypted In order to 
protect the contents data. 



Claims 
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10 



15 



1 . A recording apparatus comprising: 



20 



Input means for Inputting encryption data; and 
recording means for recording said encryption 
data which Is inputted Into a data area on a 
memory medium having the data area, a lead- 
in area, and a lead-out area and recording ad- 
ditional information corresponding to said en- 
cryption data Into said lead-out area. 

2. A recording apparatus acco rdlng to claim 1 , where- 
In 

said recording means records the additional In- 
formation as copyright management Informa- 
tion for restricting reproduction/copy of said en- 
cryption data Into said lead-out area. 

3. A recording apparatus according to claim 1 , where- 
in 

said recording means records the additional In- 
formation as a decrypting key tor decrypting 
said encryption data into said lead-out area. 

4. A recording apparatus according to claim 1 . where- 
in 

as said additional Information, said recording 
means records a version number of a decrypt- 
ing key for decrypting said encryption data, the 
number of said decrypting keys, the decrypting 
keys of the number as many as said decrypting 
keys, the number of copyright management In- 
formation for restricting reproduction/copy of 
said encryption data, the copyright manage- 
ment information of the number as many as 
said copyright management information, and a 
CRC code. 



25 



30 



5. a recording apparatus comprising: 

Input means tor Inputting encryption data; and 
recording means tor recording said encryption 
data which Is inputted into data areas on a 
memory medium having the plurality of data ar- 
eas, a plurality of lead-in areas, and a plurality 
of lead-out areas and recording additional in- 
formation corresponding to said encryption da- 
ta into one of said plurality of lead-in areas or 
one of said plurality of lead-out areas. 

6. A recording apparatus according to claim 5, where- 
in 

said memory medium has a first data area and 
a second data area on the inner rim side and, 
further, has a first lead-in area on the Inner rim 
side of said first data area, a first lead-out area 
on the outer rim side of said first data area, a 
second lead-in area on the Inner rim side of said 
second data area, and a second lead-out area 
on the outer rim side of said second data area, 
and 

said recording means records said encryption 
data into said second data area and records 
said additional Information Into at least one of 
said second lead-in area and said second lead- 
out area. 

7. A recording apparatus according to claim 6, where- 
in 



said recording means records the additional In- 
35 formation as copyright management Informa- 

tion for restricting reproduction/copy of said en- 
cryption data into at least one of said second 
lead-in area and said second lead-out area 

40 8. a recording apparatus according to claim 7, where- 
in 

said recording means records the additional in- 
formation as a decrypting key for decrypting 
45 said encryption data into at least one of said 

second lead-in area and said second lead-out 
area. 

9. A recording apparatus according to claim 8, where- 
50 in 

said recording means records said copyright 
management Information and said decrypting 
key Into said second lead-out area. 



55 



10. A recording apparatus according to claim 8, where- 
in 
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15 



20 



25 



said recording means records said copyright 
management Information and said decrypting 
key into said second lead-out area. 

1 1 . A recording apparatus according to claim 8, where- 
in 

said recording means records said copyright 
management Information and said decrypting 
key Into each of said second lead-in area and 
said second lead-out area. 

12. A recording apparatus according to claim 8. where- 
' in 

said recording means records a part of said 
copyright management Information and said 
decrypting key Into said second lead-in area 
and records the other part into said second 
lead-out area. 

13. A recording apparatus according to claim 12. 
wherein 

said recording means records one of said cop- 
yright management Information and said de- 
crypting key into said second lead-in area and 
records the other into said second lead-out ar- 
ea. 

14. A recording apparatus according to claim 8, where- 
in 

said recording means records said encryption 
data Into said first data area and records sa d 
additional Information into at least one of said 
first lead-in area and said first lead-out area. 

15. A recording apparatus according to claim 14, ^ 
wherein 

said recording means records said copyright 
management Information and said decrypting 
key into said first lead-out area. ^ 

16. A recording apparatus according to claim 14, 
wherein 

said recording means records said copyright 
management information and said decrypting 
key Into said first lead-out area. 

17. A recording apparatus according to claim 14, 
wherein 



first lead-out area. 



18. A recording apparatus according to claim 14, 
wherein 

said recording means records a part of said 
copyright management information and said 
decrypting key Into said first lead-in area and 
records the other part into said first lead-out ar- 
ea. 

19. A recording apparatus according to claim 18, 
wherein 

said recording means records one of said cop- 
yright management Information and said de- 
crypting key into said first lead-in area and 
records the other Into said first lead-out area. 



20. A reproducing apparatus comprising: 



30 



35 



55 



said recording means records said copyright 
management Information and said decrypting 
key Into each of said first lead-in area and said 



reading means for reading out said stored en- 
cryption data from a data area on a memory 
medium having the data area, a lead-in area 
and a lead-out area and reading out additional 
Information stored in said lead-out area; and 
reproducing means for reproducing said en- 
cryption data in accordance with said read-out 
additional Information. 

21. A reproducing apparatus according to claim 20, 
wherein 

said reproducing means has reproduction re- 
stricting means tor restricting reproduction/ 
copy of said encryption data in accordance with 
copyright management information as said ad- 
ditional Information. 

22. A reproducing apparatus according to claim 20, 
wherein 

said reproducing means further has decrypting 
means for decrypting said encryption data in 
accordance with a decrypting key tor decrypt- 
ing said encryption data as said additional In- 
formation and reproduces said decrypted data. 

23. A reproducing apparatus according to claim 20, 
wherein 

as said additional Information, said reproducing 
means reproduces a version number ol a de- 
crypting key for decrypting said encryption da- 
ta the number of said decrypting keys, the de- 
crypting keys of the number as many as said 
decrypting keys, the number of copyright man- 
agement Information for restricting reproduc- 
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tlon/copy of said encryption data, the copyright 
management Information ot the number as 
many as said copyright management Informa- 
tion, and a CRC code. 



24. A reproducing apparatus comprising: 



reading means for reading out encryption data 
from one of a plurality of data areas on a mem- 
ory medium having the plurality of data areas, 
a plurality of lead-in areas, and a plurality ot 
lead-out areas and reading out additional Infor- 
mation corresponding to said encryption data 
from one of said plurality of lead-in areas orone 
of said plurality ot lead-out areas; and 
reproducing means for reproducing said en- 
cryption data In accordance with said read-out 
additional Information. 

25. A reproducing apparatus according to claim 24, 
wherein 

said memory medium has a first data area and 
a second data area on the Inner rim side and, 
further, has a first lead-in area on the inner rim 
side of said first data area, a first lead-out area 
on the outer rim side of said first data area, a 
second lead-in area on the Inner rim side of said 
second data area, and a second lead-out area 
on the outer rim side of said second data area, 
said reading means reads out said additional 
Information from at least one of said second 
lead-in area and said second lead-out area, 
and 

said reproducing means reproduces said en- 
cryption data which is recorded in said second 
data area in accordance with said additional in- 
formation. 

26. A reproducing apparatus according to claim 25, 
wherein 

said reading means reads out the additional in- 
formation as copyright management informa- 
tion for restricting reproduction/copy of said en- 
cryption data from at least one of said second 
lead-in area and said second lead-out area. 

27. A reproducing apparatus according to claim 26, 
wherein 

said reading means reads out the additional In- 
formation as a decrypting key tor decrypting 
said encryption data from at least one of said 
second lead-in area and said second lead-out 
area. 



wherein 

said reading means reads out said copyright 
management information and said decrypting 
5 key from said second lead-out area. 

29. A reproducing apparatus according to claim 27. 
wherein 

10 said reading means reads out said copyright 

management Information and said decrypting 
key from said second lead-out area. 

30. A reproducing apparatus according to claim 27, 
15 wherein 

said reading means reads out said copyright 
management Information and said decrypting 
key from each of said second lead-in area and 
said second lead-out area. 
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31. A reproducing apparatus according to claim 27, 
wherein 

said reading means reads out a part of said 
copyright management Information and said 
decrypting key from each of said second lead- 
in area and reads out the other part from said 
second lead-out area. 

32. A reproducing apparatus according to claim 31 . 
wherein 

said reading means reads out one of said cop- 
yright management Information and said de- 
crypting key from said second lead-in area and 
reads out the other from said second lead-out 
area. 

33. A reproducing apparatus according to claim 27, 
wherein 

said reading means reads out said additional 
information from at least one of said first lead- 
in area and said first lead-out area, and 
said reproducing means reproduces said en- 
cryption data which Is recorded Into said first 
data area In accordance with said additional In- 
formation. 

34. A reproducing apparatus according to claim 33, 
wherein 

said reading means reads out said copyright 
management information and said decrypting 
key from said first lead-out area. 



j> „ioim *7 35 A reproducing apparatus according to claim 33, 
28. A reproducing apparatus according to claim 27, 35. A reproauc.ng HH 
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said reading means reads out said copyright 
management Information and said decrypting 
key from said first lead-out area. 

36. A reproducing apparatus according to claim 33. 
wherein 

said reading means reads out said copyright 
management Information and said decrypting 
key from each of said first lead-In area and said 
first lead-out area. 

37. A reproducing apparatus according to claim 33, 
wherein 

said reading means reads out a part of said 
copyright management information and said 
decrypting key from said first lead-in area and 
reads out the other part from said first lead-out 
area. 

38. A reproducing apparatus according to claim 37, 
wherein 

said reading means reads out one of said cop- 
yright management Information and said de- 
crypting key from said first lead-in area and 
reads out the other from said llrst lead-out area. 

39. A recording method comprising the steps of: 

Inputting encryption data; 
recording said encryption data which Is inputted 
Into a data area on a memory medium having 
the data area, a lead-in area, and a lead-out 
area; and 

recording additional Information corresponding 
to said encryption data Into said lead-out area. 

40. A recording method comprising the steps of: 

inputting encryption data; 
recording said encryption data which Is inputted 
Into data areas on a memory medium having 
the plurality of data areas, a plurality of lead-in 
areas, and a plurality of lead-out areas; and 
recording additional information corresponding 
to said encryption data into one of said plurality 
of lead-in areas or one of said plurality of lead- 
out areas. 

41 . A reproducing method comprising the steps of: 

reading out said stored encryption data from a 
data area on a memory medium having the data 
area, a lead-in area, and a lead-out area; 
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reading out additional Information stored In said 
lead-out area; and 

reproducing said encryption data In accord- 
ance with said read-out additional Information. 

42. A reproducing method according to claim 41 , 
wherein 

reproduction of said encryption data Is restrict- 
ed In accordance with said read-out additional 
Information. 

43. A reproducing method according to claim 41 , 
wherein 

said encryption data Is decrypted In accord- 
ance with said read-out additional information, 
and 

said decrypted data is reproduced. 

44. A reproducing method comprising the steps of: 

reading out encryption data from one of a plu- 
rality of data areas on a memory medium hav- 
ing the plurality of data areas, a plurality of lead- 
in areas, and a plurality of lead-out areas; 
reading out additional information correspond- 
ing to said encryption data from one of said plu- 
rality of lead-in areas or one of said plurality of 
lead-out areas; and 

reproducing said encryption data in accord- 
ance with said read-out additional Information. 



45. A reproducing method according to claim 44, 
35 wherein 

reproduction of said encryption data is restrict- 
ed In accordance with said read-out additional 
Information. 
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46. A reproducing method according to claim 44, 
wherein 

said encryption data is decrypted in accord- 
ance with said read-out additional Information, 
and 

said decrypted data Is reproduced. 

47. A memory medium 

which has a data area, a lead-in area, and a 
lead-out area and 

In which encryption data Is recorded Into said 
data area and 

additional information corresponding to said 
encryption data is recorded into said lead-out 
area. 
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48. A memory medium according to claim 47, wherein 

said additional Information Is copyright man- 
agement information tor restricting reproduc- 
tion/copy of said encryption data. 5 

49. A memory medium according to claim 47, wherein 

as said additional Information, additional infor- 
mation as a decrypting key for decrypting said « 
encryption data Is recorded Into said lead-out 
area. 
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50. A memory medium J5 

which has a plurality of data areas, a plurality 
of lead-in areas, and a plurality of lead-out ar- 
eas and 

in which said encryption data which Is inputted 
into said data areas Is recorded and 
additional Information corresponding to said 
encryption data Is recorded Into one ol said plu- 
rality ot lead-in areas or one of said plurality of 
lead-out areas. 

51 . A memory medium according to claim 50, wherein 

said additional Information is copyright man- 
agement information for restricting reproduc- 
tion/copy ot said encryption data. 

52. A memory medium according to claim 50. wherein 

as said additional Information, additional Infor- 
mation as a decrypting key for decrypting said 
encryption data is recorded Into said lead-out 
area. 
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Fig. 8 
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